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Binary	trust	
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Binary	trust	
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Access	control	
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Confidence	scores	(non-binary	trust)	

5/15/2017	 PODS	2017	 6	

mouse gray 

mouse red 

rat gray 

cat mouse 

cat rat 

Sue’s notes 

    Val’s notes     

cat gray 

cat red 

 Zack computaTon	

0.6 

0.1 

0.8 

0.9 

0.9 
0.72 

0.09 

0.72 = max(0.9	× 0.8, 0.9 × 0.6) 
0.09 = 0.9 × 0.1 



A	simple	model	for	data	pricing	
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Do	it	once	and	use	it	repeatedly:		provenance	

Label	(annotate)	input	items	abstractly	with	provenance	tokens.	
Provenance	tracking:			propagate	expressions		(involving	tokens)																																																					

(to	annotate	intermediate	data	and,	finally,	outputs)	

Track	two	disTnct	ways	of	using	data	items	by	computaTon	primiTves:	

•  jointly																			(this	alone	is	basically	like	keeping	a	log)	

•  alterna/vely							(doing	both	is	essenTal;	think	trust)	

Input-output	composiTonal;		Modular	(in	the	primiTves)	

Later,	we	want	to	evaluate	the	provenance	expressions	to	obtain		

	 	 	binary	trust,					access	control,		

	 	 	confidence	scores,				data	prices,				etc.	



Algebraic		interpreta/on	for	RDB	

Set		X 	of	provenance	tokens.	
Space	of	annotaTons,	provenance	expressions		Prov(X)	

Prov(X)-relaTons:		
							every	tuple	is	annotated	with	some	element	from	Prov(X).				

Binary	operaTons	on	Prov(X):		

  ·  corresponds	to	joint	use	(join,	cartesian	product),																					
	 	+			corresponds	to	alternaTve	use	(union	and	projecTon).	

Special	annotaTons:	

	 	‘‘Absent’’	tuples	are	annotated	with	0.			
  1 is	a		‘‘neutral’’		annotaTon	(data	we	do	not	track).	
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K-Rela/onal	algebra	

Algebraic	laws		of		(Prov(X), +, ·, 0,1)?			More	generally,	for	annotaTons	

from	a	structure	(K, +, ·, 0,1)?	      

K-relaTons.			Generalize		RA+		to		(posiTve)		K-rela/onal	algebra.	

						Desired	opTmizaTon	equivalences	of		K- relaTonal	algebra			iff	

	                 (K, +, ·, 0,1)  is	a	commuta/ve	semiring.	

Generalizes				SPJU	or	UCQ		or		non-rec.	Datalog	

								set	semanTcs							(B,Ç,	Æ,	?,>)															bag	semanTcs					(N,+,	·,	0,	1)	

								c-table-semanTcs	[IL84]										(BoolExp(X), Ç,	Æ,	?,>)   			
								event	table	semanTcs	[FR97,Z97]						(P(Ω),	[,	Å,	;,	Ω)	
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What	is	a	commuta/ve	semiring?	

An	algebraic	structure	(K,	+,	·,	0,	1)	where:	
•  			K		is	the	domain	

•  			+		is	associaTve,	commutaTve,	with	0	idenTty	

•    ·			is	associaTve,	with	1	idenTty																																semiring	
•    ·			distributes	over		+		
•  			a	·	0	=	0	·	a	=	0	

•    ·			is	also	commuta/ve	

Unlike	ring,	no	requirement	for	inverses	to		+	
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Provenance:		abstract	semiring	annota/on	
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Keep		X={	p,q,r,s,t } abstract.	
DiagnosTc	for	wrong	answers;	
DeleTon	propagaTon.		
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		Provenance	polynomials	
		(N[X],	+,	·,	0,	1)		semiring	



Provenance	polynomials	
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(N[X],	+,	·,	0,	1)	is	the	commutaTve	semiring	freely	generated	by	X	
(universality	property	involving	homomorphisms)	

Provenance	polynomials	are	PTIME-computable	(data	complexity).		
(query	complexity	depends	on	language	and	representaTon)	

ORCHESTRA	provenance	(graph	representaTon)		about	30%	overhead	

Monomials	correspond	to	logical	deriva/ons	(proof	trees	in	non-rec.	Datalog)	

Provenance	reading	of	polynomails:		

output	tuple	has	provenance																	2r2 + rs  
							three	derivaTons	of	the	tuple										-	two	of	them	use		r,  twice,		
																																																																						-	the	third	uses r and s, once	each		



Specialize	provenance	for	access	control	
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Specialize	provenance	for	confidence	scores	
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V =	([0,1], max,	·,	0,	1)				the	Viterbi	semiring 
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Some	applica/on	semirings	
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(B,	Æ,	Ç,	>,	?)									binary	trust	

(N,	+,	·,	0,	1)								mul(plicity	(number	of	deriva(ons)	

(A,	min,	max,	0,	Pub)							access	control	

V =	([0,1], max,	·,	0,	1)					Viterbi	semiring	(MPE)								confidence	scores	

T =	([0,	1],	min,	+,	1,	0)					
																											tropical	semiring	(shortest	paths)										data	pricing	

F =	([0,1], max,	min,	0,	1)					“fuzzy	logic”	semiring		



Two	kinds	of		semirings	in	this	framework	

5/15/2017	 PODS	2017	 17	

Provenance	semirings,	e.g.,			

(N[X],	+,	·,	0,	1)					provenance	polynomials		[GKT07]	

(Why(X),	[,	d,	;,	{;})				witness	why-provenance		[BKT01]	

Applica/on	semirings,	e.g.,	

(A,	min,	max,	0,	Pub)		access	control		[FGT08]	

V =	([0,1], max,	·,	0,	1)					Viterbi	semiring	(MPE)				[GKIT07]	

Provenance	specializa/on							relies	on	

-	Provenance	semirings	are	freely	generated	by	provenance	tokens	
- 	Query	commutaTon	with	semiring	homomorphisms 



Query	commuta/on	with	homomorphisms	

										query		in		QL 																				homomorphism				h : K1 ! K2  
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K1-Rel	

K1-Rel	

query	 query	

h	

h	 K2-Rel	

K2-Rel	

QL  =		RA+,		Datalog		[GKT07]		
and	extensions		[FGT08,	GP10,	ADT11a,	T13,	DMT15,	GUKFC16,	T17]		 



A	Hierarchy	of	Provenance	Semirings	[G09,	DMRT14]	

N[X]	

B[X]	 Trio(X)	

Why(X)	

Which(X)	PosBool(X)	

most	informaTve	

least	informaTve	

Example:	2x2y	+	xy	+	5y2	+	xz	

	+	=	"	
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Sorp(X)	

surjecTve	semiring	homomorphism,	idenTty	on	X	

absorpTon	

absorpTon	(ab+a=a)	

	"		idemp.			+	idemp.	

	x2y	+	xy	+	y2	+	xz	 3xy	+	5y	+	xz	

y	+	xz	

xy	+	y2+	xz	

xyz	

	"		idemp.	

xy	+	y	+	xz	

	"		idemp.	 		+	idemp.	



A	Hierarchy	of	Provenance	Semirings	[G09,	DMRT14]	

N[X]	

B[X]	 Trio(X)	

Why(X)	

Which(X)	PosBool(X)	
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A	menagerie	of	provenance	semirings	
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(Which(X),	[,	[*, ;,	;*)	sets	of	contribuTng	tuples		“Lineage”	(1)	[CWW00]	

(Why(X),	[,	d,	;,	{;})	sets	of	sets	of	…		Witness	why-provenance	[BKT01]	

(PosBool(X),	Æ,	Ç,	>,	?)			minimal	sets	of	sets	of…		Minimal	witness	why-
provenance	[BKT01]	also	“Lineage”	(2)	used	in	probabilisTc	dbs	[SORK11]	

(Trio(X),	+,	·,	0,	1)									bags	of	sets	of	…		“Lineage”	(3)		[BDHT08,G09]	

(B[X],+,	·,	0,	1)							sets	of	bags	of	…	Boolean	coeff.	polynomials	[G09]	

(Sorp(X),+, ·,	0,	1)												minimal	sets	of	bags	of	…		absorpTve	
polynomials	[DMRT14]	

(N[X],	+,	·,	0,	1)					bags	of	bags	of…	universal		provenance	polynomials	
[GKT07]	



From		RA+		to		Datalog	
Immediate	consequence	operator		F		of	a	Datalog	program.	
Incorporates	the	edb	predicates,			maps	idb	predicates	to	idb	predicates.	

It’s	expressible	in	RA+.			E.g.,	transiTve	closure			F(T)		=	E		[ ¼1,3(E ⋈	T)	

Generalize	to					F:		(K-Rel)n			!			(K-Rel)n									(n=#	of	idb	predicates)	

Solve	certain	(systems)	of	least	fixed	point	equaTons	over		K-relaTons.	
																																																										T	=	F(T)		

Equivalently:		
	-	introduce	unknowns			Z			for	the	annotaTons	of	idb	tuples	

				-	solve	system	of	fixed	point	equaTons	over		K;		
																																																											right-hand	sides	are	polynomials	in	K[Z].	

AddiTonal	structure	on	K		for	these	to	have	(unique)	soluTons?	
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ω-con/nuous	semirings	

Semirings	K	such	that	the	immediate	consequence		operator	of	any	
Datalog	program	has	a	least	fixpoint	on	K-relaTons.				

Naturally ordered  when 
                    x ≤ y    iff    there exists  z   s.t.  x+z = y 
is an order relation (all semirings seen here are naturally ordered) 

ω-complete      also 				x0 ≤ x1 ≤ … ≤ xn ≤ …  have l.u.b.’s (sup’s) 

ω-continuous   moreover  	+  and ·  preserve those l.u.b.’s 
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Among	our	examples	

Many	of	the	semirings	that	interest	us				
                      B,		T,	V, A, F	are	already	ω-conTnuous.	

(N, +, · , 0, 1) is	not,		
but	its “compleTon”			(N1=	N [ {1}	, +, · , 0, 1)   is.	

For	provenance,	the	compleTon	of		N[X]		is	not		N1[X].	
Instead	of	(finite)	polynomials	we	need	(possibly	infinite)																											
formal	power	series.		

They	form	an	ω-conTnuous	semiring			N1[[X]].		
Monomials	sTll	correspond	to	derivaTons	trees.		
(Even	transiTve	closure	has	infinitely	many	derivaTon	trees	if	E	has	loops.)	

The	compleTon	of	B[X]	is	B[[X]].		
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Absorp/ve	polynomials	

Most	informaTve	provenance	semiring	for	Datalog:			(N1[[X]],	+, ·, 0,1)		
(Infinite	power	series	have	finite	representaTons	as	systems	of	polynomial	equaTons.)	

AbsorpTon				a	+	a"b	=	a	

AbsorpTve	polynomials		Sorp(X):			
  boolean	coefficients		but		only	minimal	degree	monomials	

																											x2y	+	xy	+	y2	+	xz						!					xy	+	y2	+	xz	

AbsorpTve	power	series			same	as			absorpTve	polynomials!	

					Why?		Order	monomials	by	degree	of	each	variable.																																																																							
In	this	infinite	poset	all	anTchains	are	finite!	(Dickson’s	Lemma)	

Sorp(X)	is	already	ω-conTnuous:		provides	provenance	polynomials	for	
Datalog.	

So	is	PosBool(X),					but		Sorp(X)	provenance	also	supports	tropical	and	
Viterbi	semiring	applicaTons			
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Further	aspects	of	the	framework	
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Extension	to	tree	data	(Nested	RelaTonal	Calculus,	structural	recursion	
on	trees,	unordered	XQuery)		[FGT08]	

Study	of	CQ/UCQ	on	provenance-annotated	relaTons		[G09]	

Extension	to	aggregates	(poly-size	overhead)		[ADT11a]	

Poly-size	provenance	for	Datalog		(circuits;	PosBool(X),	Sorp(X)…)	
[DMRT14]	

Extension	to	data-dependent	finite	state	processes		[DMT15]	

	ConnecTons	to	semiring	monad			[FGT08,	T13]	
	 	 	to	semimodules			[ADT11a]				
	 	 	to	tensor	products		[ADT11a,	DMT15]	



Nega/ve	informa/on;	non-monotone	opera/ons	
(difference)	
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Boolean	expressions	[IL84].	Limited.	

Add	a	binary	operaTon	corresponding	to	difference				
	 	m-semirings	(common	gen.	of	set	and	bag	difference)	[GP10]	
	 	spm-semirings	(OPTIONAL	in	SPARQL)	[GUKFC16]	

Encode	difference	by	aggregaTon	[ADT11a]	

Different	equaTonal	theories,	different	algebraic	opTmizaTons	[ADT11b]	

STll	not	clear	how	to	track	nega/ve	informa/on.																																		
	useful:	non-answers	(why	not?),		inserTon	propagaTon.	

Logical	model	checking		(“provenance	of	…	truth?”)	
	 	negaTon	as	duality	(NNFs),	logical	games	
	 	ongoing	work	with	Grädel	and	Ives	[T16,	T17]	

	 		



Current	targets	
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ANALYTICS	COMPUTATIONS	

“Fine-grained	provenance	for	linear	algebra	operators”	
Yan,	T.,	Ives			TaPP	16	

DISTRIBUTED	SYSTEMS/NETWORK	PROVENANCE	

“Time-aware	provenance	for	distributed	systems”,		
Zhou,	Ding,	Haeberlen,	Ives,	Loo					TaPP	11	

“Diagnosing	missing	events	in	distributed	systems	with	nega(ve	provenance”,		
Wu,	Zhao,	Haeberlen,	Zhou,	Loo					SIGCOMM	14	

STATIC	ANALYSIS	OF	SOFTWARE	

“On	abstracTon	refinement	for	program	analyses	in	Datalog”	
Zhang,	Mangal,	Grigore,	Naik				PLDI	14	
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Thank	you!	


